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Is your phone listening to you? Probably not, it turns out -- but you're not safe yet.(Image credit: Tom's Guide)For the last year, researchers at Northeastern University and the University of California, Santa Barbara, have been experimenting on 17,000 of the most popular Android apps to figure out whether any of them are secretly using your phone's
microphone to record you. The results are in -- and there's good news and bad news. The good news is that the researchers didn't find evidence that any of the apps were hijacking your phone's microphone. The bad news is that a few of them may be recording your phone's screen. Specifically, the researchers found one concerning app. GoPuff, a
junk-food delivery company, was screenshotting and recording user interactions and sending them to a domain affiliated with Apsee, a mobile-app analytics company. The screenshots included a page where users had to enter their zip code. The app had no mention of this functionality in its privacy policy. But don't worry: With this app in particular,
you're in the clear. After the researchers contacted GoPuff, the company added disclosure of this policy to its privacy policy, and claimed that it removed the API from its latest builds. Appsee also removed the app from its service, and deleted the recordings it had. “In this case it appears that Appsee’s technology was misused by the customer and that
our Terms of Service were violated,” Appsee's CEO told Gizmodo. “Once this issue was brought to our attention we’ve immediately disabled tracking capabilities for the mentioned app and purged all recordings data from our servers.”That said, Appsee's website actively encourages secret user recordings.MORE: How Do I Block Unwanted Phone
Calls?Even Google itself is now on the case, since the Google Play store requires that apps disclose to users how their data will be used.“We always appreciate the research community’s hard work to help improve online privacy and security practices," a Google spokesperson told Gizmodo. “After reviewing the researchers’ findings, we determined
that a part of AppSee’s services may put some developers at risk of violating Play policy. We’'re working closely with them to help ensure developers appropriately communicate the SDK’s functionality with their apps’ end-users.”On the one hand, it's encouraging to see that companies are willing to crack down on secret recording. On the other hand,
it's hard to be content with a simple addendum to an app's privacy policy, given that -- let's be real -- nobody reads those. It's concerning that a note in a privacy policy could allow a malicious app to, perfectly legally, record personal data that you enter, including your billing information and password. If you're concerned about apps that do this, the
best thing to do is to be aware. Read the privacy policies of apps you download, and stay away from anything that could use recordings of your screen. And if you're really paranoid, just don't grant apps access to your microphone and camera. Get instant access to breaking news, the hottest reviews, great deals and helpful tips. Android 11 Hero
(Image credit: Joe Maring / Android Central) Google looks to be working on adding the ability to capture device playback to its screen recorder.The feature isn't available in Android 11 Developer Preview 2.However, some code in the SystemUI files shows the feature is currently under progress.If you like sharing videos of your virtual triumphs in
mobile games, Android 11 may bring with it a much-needed feature for the default screen recording app in Android.As discovered by XDA Developers, the Mountain View giant is seemingly working on letting you use more than just your microphone for recording audio. The screen recorder will soon also be capable of adding whatever's playing on the
phone itself to the screen capture (e.g., game audio or music that you're playing on Spotify).Source: XDA Developers (Image credit: Source: XDA Developers)The screen recorder found in the second Android 11 Developer Preview that Google just released has received a bit of a facelift, with a new UI that warns users about capturing sensitive
information while screen recording. It also has options for recording audio from the microphone and capturing your taps on the screen.And while it doesn't have the aforementioned device playback option yet, new code found in the SystemUI files does include text that suggests the feature is under work. The strings suggest Google's final product will
offer the following three options for audio:Device audio and microphoneSound from your device, like music, calls, and ringtonesDevice audioAnother point of note is that Google is likely going to make this addition part of AOSP and not a Google-specific feature. This means that other phone makers would be able to use the implementation for
themselves, if they so desired.Of course, many third-party screen recording apps already have this feature, so Google is merely bringing its offering up to par with them. Most OEMs' screen recorders built into their Android skins are also generally superior to Google's own implementation. So, while this may be a welcome addition for some, it's not
necessarily the most groundbreaking feature you'll ever see.Have you listened to this week's Android Central Podcast?Every week, the Android Central Podcast brings you the latest tech news, analysis and hot takes, with familiar co-hosts and special guests.Subscribe in Pocket Casts: AudioSubscribe in Spotify: AudioSubscribe in iTunes: Audio (opens
in new tab) Image: Mackenzie Burke Apple Apple just wrapped up their Fall 2022 event, Far Out, which featured new announcements in the Apple line up including the iPhone 14, Apple Watch Ultra, AirPods Pro 2, and much more. TechRepublic's Clarence Reynolds talks with Tamara Scott and Kaiti Norton to discuss the event and the soon to be
released tech. 08:38 Published: September 12, 2022 Modified: September 12, 2022 Read More See all videos Innovation Tom Merritt shares TOP500's ranking of the best supercomputers this year. Also read the article at: 02:27 Published: July 25, 2022 Modified: July 25, 2022 Read More See all videos Software Tom Merritt highlights five things
you may not have known about the first Windows operating system. Also read the article at: 02:27 Published: July 13, 2022 Modified: July 13, 2022 Read More See all videos CXO Tom Merritt shares what your tech enterprise should consider to improve our natural environment. Also read the article at: 02:04 Published: July 8, 2022 Modified: July 8,
2022 Read More See all videos Mobility Tom Merritt shares the best alternatives to Google's two-factor authentication app. Also check out the article at: 02:13 Published: June 30, 2022 Modified: June 30, 2022 Read More See all videos Software Jack Wallen guides you through filtering your Asana tasks by project or across multiple projects and
apply additional filters. For the full step-by-step guide, head to: 01:13 Published: June 23, 2022 Modified: June 23, 2022 Read More See all videos Developer Jack Wallen shows you how to extend the Docker Desktop feature set by adding Portainer into the mix. For the full step-by-step article, head to: 01:31 Published: June 21, 2022 Modified: June
23, 2022 Read More See all videos Developer Jack Wallen shows you what might be the easiest method of transferring files between Linux desktops on the market. For the full step-by-step article, head to: 01:38 Published: June 17, 2022 Modified: June 17, 2022 Read More See all videos Screencastify (Image credit: Ara Wagoner / Android Central) In
previous years, Chrome OS lacked a built-in screen recorder, which forced users like us to go download third-party extensions or Android apps to use it. But it was clunky, a lot of steps, and it didn't always work well, especially when done through Android apps. Thankfully, 2021 and Chrome OS 89 brought us a revamped screen capture menu, which
took partial screenshots easier and also added in a native screen recorder. (Hallelujah!)This means that recording your best Chromebook's screen is easier than ever because it uses the same buttons and menu as taking a screenshot on Chrome OS and gives us the option to record a single window or a custom area of the screen in addition to the good
old-fashioned fullscreen recording. Here's how to start and stop a screen recording on a Chromebook.If you want to take a video rather than a still screenshot, that's easy enough to do on a Chromebook now that Chrome OS 89 has rolled out to everyone. Before Chrome OS 89, we had to rely on third-party Chrome extensions for screen recording, but
now we've got it built-in.Tap the time in the bottom-right corner of the screen.Source: Android Central (Image credit: Source: Android Central)Tap Screen capture in the Quick Settings toggles. (Or press Ctrl + Alt + Overview (looks like []||) from any screen.Source: Android Central (Image credit: Source: Android Central)Tap the camera toggle on the
left-hand side of the Screen capture bar.If you want to record your microphone, tap the settings gear on the right side of the bar.Tap record microphone to toggle it on.Source: Android Central (Image credit: Source: Android Central)To take a fullscreen capture, tap the plain rectangle next to the camera toggle.Tap anywhere on the screen to begin
recording after a 3-second countdown.Source: Android Central (Image credit: Source: Android Central)To end your recording, tap the red stop icon in the dock next to the Totes document hub.Source: Android Central (Image credit: Source: Android Central)A notification will appear acknowledging the new recording in your Downloads folder and
giving you a quick action to delete the video if you recorded it by accident. Chrome OS's screen capture is a basic recorder, but for 90% of us, that'll be enough, but if you need something with more options and tools, consider Screencastify, which has both free and paid versions depending on how many of its features you need.What to do with your
screen recordingCurrently, Chrome OS screen recordings are encoded as WebM videos, which is a free video format that Google sponsored the development of. It's free and widely compatible with most web platforms since it's royalty-free and was designed as an alternative to HTML5 media formats. In some rare instances where .webM files are not
supported by a site, you can easily convert them over to .mp4 using free online services like CloudConvert, but for basic editing and sharing, no conversion is required.Google Photos is one of the pre-installed Android apps on Chromebooks for a couple of reasons, but the most important one is that the web Google Photos editor doesn't support video
editing yet; only the Android and iOS apps do. If you need to edit your screen recording, we have a lovely in-depth guide to using Google Photos' video editor that you can bookmark for use. You won't need to use stabilization or color correction since screen recordings aren't shot on a camera that tilts. Still, it's good for extracting screenshots,
trimming off the beginning or end, and adding a basic annotation or two.If you run into "Problem loading video" issues with the local copy, upload your screen recording to Google Photos using the Upload button at the top of the app. This will let you edit it from your phone if you're in a hurry — and it will make the video easier to share as you can just
use the Google Photos link to share your screen recording anywhere.I'm hoping Chrome OS eventually gets the option to save recordings as .mp4 instead of .webM, but for now, I'm just happy to have a Chrome OS screen recorder that's built-in and can be activated in two clicks when a website is glitching — or when Chrome OS itself is.
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